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Abstract—We introduce a probabilistic framework for ana-
lyzing security protocols. Our framework provides a general
method for expressing properties of cryptographic primitives
that is capable of formalizing weaknesses of the primitives
such as leaking partial information about a message or the
use of weak algorithms for random number generation. These
properties can be used to find attacks and estimate their
probability of success. Under assumptions about the accuracy
of the properties considered, we show that our estimates differ
negligibly from the real-world probability of success.

We illustrate the usefulness of our approach by modeling
non-trivial properties of RSA encryption and using them to
estimate the success probability of off-line guessing attacks on
the EKE [1] protocol. These attacks were previously outside
the scope of symbolic methods.
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I. INTRODUCTION

Cryptographic protocols play an important role in se-
curing distributed computation and it is crucial that they
work correctly. Symbolic verification approaches are usually
based on the Dolev-Yao model: messages are represented
by terms in a term algebra, cryptography is assumed to
be perfect, and properties of cryptographic operators are
formalized equationally [2]. This strong abstraction eases
analysis, and numerous successful verification tools rely on
it [3]. However, it may not accurately represent an attacker’s
capabilities. As a consequence, broad classes of attacks
that rely on cryptanalysis or weaknesses of cryptographic
primitives may fall outside the scope of such methods.

Proving security by reasoning more directly about prob-
abilities, as in so-called computational approaches [4], [5],
yields much stronger security guarantees. However, it re-
quires long and error-prone hand-written proofs to establish
the security of given protocols, using specific cryptographic
primitives.

Given the limitations of each of these approaches, much
effort has been devoted to get the best of both worlds:
strong security guarantees that can automatically proved,
or at least whose proofs can be machine-checked. One can
distinguish between two distinct lines of research in this
direction: (1) obtaining computational soundness results for
symbolic methods, or (2) developing techniques that reason
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directly with the computational models. A good survey of
such results is provided in [6].

Computational soundness results have been much sought
after since Abadi and Rogaway’s seminal paper [7]. They
aim at proving that, under certain assumptions, symbolic
security implies computational security, whereby protocols
that are secure against a Dolev-Yao attacker are also se-
cure against the much more powerful adversary of the
computational world. Such results now exist for length
revealing and same-key revealing encryption systems [8],
active attackers [9], encryption with composed keys [10] and
hash functions [11], to name but a few. The limitations of
these results include the typically very strong assumptions
on the cryptographic primitives, the often-made assumption
that messages are tagged so that their structure is known
to any observer, and the difficulty of extending the results
to new cryptographic primitives, which usually involves re-
doing most of the work.

The second line of research aims to obtain, automatically
where possible, a sequence of property-preserving transfor-
mations between game-theoretic problem formulations, as
is often done in computational security proofs. The original
ideas in this direction [12], [13] have been developed into
tools like CryptoVerif [14] and CertiCrypt [15]. These tools
can be used to prove protocols correct in the computational
world. Moreover, when they succeed, they can provide upper
bounds on the probability of a successful attack, based on
the probabilities of the attacker winning each of the games
used to express security properties of the cryptographic
primitives.

In this paper we present a fundamentally new approach
to strenghtening the guarantees provided by symbolic meth-
ods. Building upon the ideas first presented in [16], we
incorporate probabilistic reasoning directly into a symbolic
method, by associating each term (representing a message)
in the term algebra to a random variable whose values
are bitstrings. We express properties of the cryptographic
primitives used by using an equational theory, as is standard
in symbolic methods. Moreover, we also formalize typing
information, which associates terms with bitstrings and
operators with functions over bitstrings. Our bitstring types
are used to represent random data generation, properties



of cryptographic operators, and attacker capabilities: For
instance, in our example we will use name types to represent
the random generation of an RSA public-key. While it is
unfeasible for an attacker to check the validity of an RSA
public-key, he can at least check that the exponent is odd
and that the modulus has no small prime factors. These
capabilities will be expressed by using fest types. However,
unlike most computational soundness results, we do not
assume any explicit tagging in messages. !

This approach thus allows us to reason about an attacker
that is more powerful than that considered in the standard
Dolev-Yao model. In contrast to [16], we focus on efficiency
rather than expressiveness: our framework is thus better
suited to represent properties of cryptographic primitives that
are useful in real-world attacks, while greatly reducing both
the theoretical and computational difficulty of computing
probabilities.

Our approach is in a sense dual to the two lines of formal-
methods research described above: Rather than assuming
very strong security properties of cryptographic primitives
and using them to prove security, we explicitly describe
an attacker’s knowledge about the cryptographic primitives
and the random number generation algorithms being used.
This knowledge (or these properties of the cryptographic
primitives) can then be used both to find attacks and to
estimate their probability.

As one might expect, there is a tradeoff between efficiency
and accuracy when computing a probability distribution for
the random variables associated to terms in our framework.
The probability distribution we proposed is computed from
the equational theory and the type properties of crypto-
graphic functions described in the model. It should there-
fore be understood as an approximation of the real world
intended to represent an attacker’s capabilities, while still
being efficiently computable. We show that, under strong
but reasonable assumptions on the cryptographic primitives
used, our estimates of the probability of success of the
attacks we describe are negligibly different from those of
the real world. Perhaps unsurprisingly, our assumptions
resemble computational soundness results for (symbolic)
static equivalence, such as those discussed, e.g., in [17]-
[19]. However, our notions are flexible enough to take
into account the properties of cryptographic primitives that
we express. In other models, such properties can typically
violate the security properties required for computational
soundness. 2

We illustrate the usefulness of our approach® by showing
how to use it to analyze the security of protocols against
off-line guessing attacks. Given the pervasive use of human-
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picked (and often weak) passwords, off-line guessing attacks
are a major concern in security protocol analysis and have
been the subject of much research, using symbolic [20]-[22]
and computational approaches [23], or relating the two via
computational soundness results [19], [24]. We show that
our framework can be used to straightforwardly represent
non-trivial properties of cryptographic primitives like the
redundancy of RSA keys We will use these properties to
find off-line guessing attacks on the EKE protocol [1] and
estimate their success probabilities. Although these problems
are well-known, their analysis was previously outside the
scope of symbolic methods. Further applications of this
approach may well include modeling and reasoning about
differential cryptanalysis or side-channel attacks [25] as
well as short-string authentication and distance-bounding
protocols.

We proceed as follows. In Section II we introduce terms
and their probabilistic interpretation. In Section III we
introduce the building blocks of our attacker model: equa-
tional theories, type interpretation functions, and property
statements about the cryptographic functions. In Section IV
we formalize and illustrate off-line guessing in our attacker
model. In Section V we establish properties of our approx-
imate probabilistic model, leading up to the proof of our
soundness theorem in Section VI. We make comparisons
and draw conclusions in Section VIIL.

II. BASIC DEFINITIONS

A. Syntax.

A signature ¥ = |, .2, is a finite set of function
symbols, where ¥; contains the functions symbols of arity
i. For each f € 3, the function ar: 3 — N returns the arity
ar(f) of f. Given a set X, Tx(X) is the set of X-rerms
over X, i.e., the smallest set such that X C Tx(X) and
ft1,. .. tn) € Te(X) for all t1,...,t, € T(X) and all
fex,.

Although we consider an untyped signature, we shall also
model relevant type information. To this end, we assume
given a fixed a set N7 of name types and, for each T €
N'T, a countably infinite set N7 of names of type T. The
set of names is given by N' = [\ Nr. Given a name
a € N, we denote by type(a) the unique 7' € N'T such that
a € Nr. Intuitively a name stands for a random value that is
sampled from its type type(a) by a probabilistic algorithm.

Example IL.1. The signature 7Y is used to represent
the cryptographic primitives present in simple Dolev-Yao
models containing a hash function h, a pairing function pair,
projection functions 7; and 7, and symmetric encryption
and decryption. It is given by XY = Z;Dy U EQDy , where
SPY = {hm,mo} and SV = {4 ()

We consider the following name types: pw, representing
weak passwords (e.g., a human-chosen password); sym_key,



representing symmetric keys; and text, representing plain-
texts. The set of names is then given by N = N, W
Neym_key W Neext, and the set of terms we consider in this
model is Txoy (V).

We define the set sub(t) of subterms of aterm t € Tx(X)
as usual: sub(t) = {t} if t € X and sub(t) = {t} U
(Ui, sub(t;)) if ¢ = f(t1,...,t,). The set names(t) =
sub(t) N N is the set of names occurring in a term t €
Ts(N). We extend these definitions naturally to sets of
terms: for S C Tx(N), we define sub(S) = J,cg sub(t)
and names(S) = ,cg names(t). Given a term ¢ and
p € N*, we denote the subterm of t at position p by t|,
where t|c = t and, for t = f(t1,...,ts), tlip = ti|p for
i € {1,...,n}. Here i.p denotes the sequence of integers
obtained by prepending ¢ to the sequence p.

Let V be a countably infinite set of variables, disjoint from
N. We use the standard notion of substitution as a partial
function o: X - Tx(N). We will use both substitutions
on names and substitutions on variables. We abuse notation
by using the same symbol o for a substitution and its
homomorphic extension to Ts(N). As usual, we write to
instead of o(¢).

We will represent the concrete knowledge of an attacker
using the notion of frame [26]. A frame is a pair (7, 0),
written vni.o, where 7 C A is a finite set of names and
o:V —» Tx(N) is a substitution with finite domain. Given
a frame ¢ = vn.o, we define T, = T ((N \ ) U dom(0)).
We say that terms in T} are ¢-recipes. Intuitively, the names
in n represent randomly generated nonces unknown to the
attacker, and the terms in the range of o represent the mes-
sages learned by the attacker, for instance by eavesdropping
on the network. A term t can be constructed from ¢ if there
is a ¢-recipe ¢ such that (o = t. Thus, the set of terms
constructible from ¢ is o[T].

B. Term interpretation.

As usual in computational scenarios, we will consider
models based on bitstrings. Let B = {0,1}" and B? = (.
For n,m € N, let B” = {0,1}", B=" = J,.,, B, and
pzmsm) = _.,., B Given S C B, we write S for the
set SU{_L}. The symbol L represents an undefinedness/error
value.

A model is a probability space (€2, F, i), where:

o Q is the set of all functions w: T (N) — B ;

o F CP(RN) is the o-algebra of sets generated by

{fweQ|w(t)=0b}|teTs(N),beB.};

e u: F — [0,1] is a probability measure.
As the sample space €2 and the set of events F are
determined by the signature under consideration, we will
often identify a model with its probability measure .

If t € Ts(N), we represent by t: @ — B, the random
variable on  defined by t(w) = w(t).

We adopt standard (abuses of) notation in probability
theory. if C'(by,...,b,) is some condition who satisfaction
depends on the bitstring values by, ..., b,, we will write

P,IC(t1,...,tn)]
to mean

p{w e Q[ Ct1(w), ... tn(w))}),
provided that

{we Q| Ct1(w),...,th(w))} € F.

If Q € F, we will also write P,[Q¢] instead of p(Q2c). We
use standard notation for conditional probability: namely, if
P,[B] > 0, then we define P,[A | B] = P,[A, B]/P,[B].
For instance, if ¢,¢' € T5(N) and Q € F, we have

Pt =t"] Q] = fracu ({w € Q| w(t) = w(t')})u(Q).
...4

Note that this general notion of model does not require
that terms are interpreted homomorphically; that is, if ¢t =
f(t1, .. tn),and t' = f(¢},...,t,) it is not necessarily the
case that

Pt #t' ty=1],... . tp, =1, =0.

This ought to be the case, though, for models representing
any actual implementation of the cryptographic primitives.
Our analysis will assume that such a real world model is
fixed. In particular, we assume that we are given a probabilis-
tic algorithm [T'] for each T' € N°T, and an implementation
[f]: B™ — By of each function symbol f € ¥,,. We assume
that the inputs to the algorithm [f] are outside the domain
of the function computed by [f] precisely when [f] outputs
L. Together, these two ingredients canonically determine an
homomorphic model, as described below.

An assignment p: N' — B is a map from names to bit-
strings. If p is an assignment, we define [[-]]p: Ts(N) = By
inductively by:

p(t) ifte N

i - @D [ta]) it = f(tr,... 1) and
[t] #Lfor1<i<n
1 otherwise

Writing b < A to denote that the bitstring b is randomly
sampled from the probabilistic algorithm A, the real world
model is now easily defined to correspond to the unique
probability measure fi such that, whenever b; € B, and

a; € N are distinct names for all ¢ € {1,...,n}, we have
Pilay =by,...,an =by] = [ Plbs < [type(a:)]]

i=1
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and
P [F(t1y e stn) # [, )| =0

for all terms f € X, and t1,...,t, € Ts(N).

We say that an assignment p is samplable (from [-D if,
for each name a € N, we have P[p(a) + [type(a)]] > 0.
If we set

= {ﬂp | pis samplable} ,

we have that ﬁ(ﬁ) = 1. Equivalently, the set £\ Q of all
functions w: Ts(N) — B that are non-homomorphic or
homomorphic over non-samplable assignments (under the
type interpretation function [-]) has zero ji-measure.

Example I1.2. Example II.1 introduces the set of name
types N'T = {pw, sym_key, text}, and the signature X7V =

{homma b BT 0

5 As the basis for a concrete real world model, we shall
consider the set up of a common block cipher. Thus, we
may take [pw] to be a random generator of weak passwords
easy for a human to memorize (e.g., sho/rt\passwords, or
passwords based on dictionary words), [sym_key] a random
generator of symmetric keys (e.g., with 256 bits), and
[text] a random generator of text messages (namely, of
block size 256). Furthermore, we may tﬁke\[[h]]/ti) bgiome
concrete 256-bit hashing algorithm, [(-,-)], [m1], [m2] to
provide concrete block concatenation and projection algo-
rithms, and take [{|-[}.] to implement the envisaged block

ey

cipher algorithm, with deciphering given by [{-}'].

In this setting, suppose that [{-[} '] is used to decrypt
a bitstring b with key k. If b’s length is not a multiple of
k’s length, this decryption is not a valid operation/an\d the

corresponding random variable should evaluate [[{|b|},:1]] to
1.

The probability distribution induced by the example above
accurately represents the generation of messages using real-
world random generation algorithms and functions. Unfortu-
nately, as one might expect, computing probabilities in such
a model is impractical — in this case, studying a security
property amounts to computing the exact probability of a
successful attack to the property given the limited resources
of the attacker.

In general, there is a tradeoff between accuracy and
feasibility when choosing a probability distribution for our
model. However, simpler probability distributions may not
take into account all the knowledge that an attacker can pos-
sibly obtain by observing messages and reasoning about the
properties of the cryptographic primitives used, ultimately
reducing our framework to modeling a standard Dolev-Yao
attacker dealing with perfect encryption.

Scheck, please

Much of this paper will be devoted to describing how to
express relevant properties of the functions used and using
them to compute an approximate, yet meaningful and practi-
cal, probability distribution. Put another way, we seek to ob-
tain a feasible way of estimating the real world probabilities
by carefully framing the resources that a potential attacker
may use. In Section V, we propose a simple probability
distribution that is easy to define and compute. We show in
Section VI that this probability distribution is rich enough to
provide meaningful estimates of the probability of successful
off-line guessing attacks.

III. MODELING FUNCTIONS
A. Equational theories.

In our approach, the attacker can take advantage of
equational properties of the real model, as is standard in
symbolic models [2]. Recall that an equational theory ~ is
a congruence relation on Tx(N); that is, ~ is a reflexive,
symmetric and transitive binary relation on Ts(N), closed
under the application of function symbols. As usual, we
write ¢ ~ ¢’ instead of (¢,t') € =.

Let w: Ts(N) — B,. We say that w (weakly) satisfies
2, and write w = ~, if whenever ¢ & ¢’ then either w(t) =
w(t'), or w(t) = L, or w(t') = L. We say that a model
satisfies =, and write p = =, if p({w | w £ =}) =0.

A rewrite rule is a pair (I,r), written as [ — r, where
I,r € Tx(V). A rewriting system R over ¥ is a finite set
of rewrite rules. Given a rewriting system R, the relation
—r C Tx(N) x T (N) is, as usual, as the smallest relation
such that, if (I — r) € R and o: vars(l) — Ts(N), then
lo =g ro, and if t1,...,t,,t, € Tu(N), t; =g ¢}, and
f S Zn,thenf(tl,... ati7~-~;tn) —R f(tl,.. .7t;,.. .,tn).

If the rewriting system —  is convergent®, then each term
t has a unique normal form ¢tz € T5(N). In this case, we
define ~p C T (N) x Tx(N) by

~r={(t,t) | tlr=11r}.

We will assume given a convergent rewriting system R
whose equational theory ~pg is satlsﬁed by the real world
model [ 1 g, or equivalently, that if [[t]] # 1 and [[t’]] # 1

then [[t]] =t ]]p for every samplable assignment p.

Example III.1. The capabilities of a Dolev-Yao intruder
(without asymmetric encryption) can be represented by a
rewriting system Rpy over DY, given by
Rpy = {m((z,y)) = 3377T2(<$7yl>) =Y,
{Jtabyf} =y
It is simple to check that this rewriting system is convergent.

Furthermore, it is expectedly satisfied by any reasonable real
world model.

5(FLAG: cite?)



B. Describing name generation and cryptographic func-
tions.

To represent random generation of data, we will consider
a type interpretation function [.] that associate each name
type T € N'T to a set [T] C B of bitstrings (distinct from
). Intuitively, each name a of type 7" represents the random
generation of a bitstring in [7"], independent from any other
random generation of data.

Let w: T5(N) — B,. We say that w satisfies [.], and
writte w | [.], if w(a) € [type(a)] for every a € N.
We say that a model u satisfies [.], and write p = [-],
if pu({w | w I [}) = 0.

As before, we will assume that the type interpretation
function considered is satisfied by the real world model 7.
This amounts to the reasonable assumption that the attacker
knows the targets of the real world sampling algorithms for
the corresponding types.

Example IIL.2. In our running example, we now make
concrete assumptions about the real world model previously
described and assign a set [T'] to each type T € NT as
follows:

o [pw] is a subset of B with cardinality |[pw]| = 224,
o [sym_key] = B256;
o [text] = U, en B¥O.

To express an attacker’s knowledge of the real world func-
tion implementations, we must consider additional subsets of
bitstrings. These allow us to model the attacker’s knowledge
about the domain of definition of each of the algorithms, as
well as about the range of their outputs when given inputs
in specific subsets.

To represent such properties, we use a set PT of property
types, not necessarily disjoint from N7 along with the set
PT = {T|T € PT} of complement property types. We
extend our interpretation function [-] to P7 UPT so that,
for each T' € PT, [T] is a finite set of bitstrings and, for
each T € PT, [T] = [1].

A property statement is a tuple (f,T1,..., Ty, T,), writ-
ten f[T1,...,7,] C T,, where f € X, is a function
symbol and Ty,...,T,, € PT UPT and T, € PT are
property types. Property statements express properties of the
functions represented by the symbols in 3.

If ps = (f[T1,...,T,] € T),), we define:

o the head symbol of ps is head(ps) = f;

o the range type of ps is ran(ps) = T;

o if [-] is a domain interpretation function, then the [-]-
domain of ps is

[dom](ps) = [T1] % ... % [T%]-

If PS is a set of property statements, we will denote by PS ¢
the set of property statements ps € PS whose head symbol
is f, that is, head(ps) = f.

Let w: Tx(N) — B, and ps be a probabilistic statement.
We say that w satisfies ps, and write w |= ps, if whenever
(w(t1),...,w(ty)) € [dom](ps) then w(f(t1,...,t,)) €
[ran(ps)]. If PS is a set of property statements, we say
that w satisfies PS, and write w = PS, if p satisfies every
property statement in PS. Further, we say that a model p
satisfies PS, and write p = PS, if u({w | w & PS}) = 0.

Two property statements ps and ps’ are said to be disjoint
if either head(ps) # head(ps') or dom(ps) N dom(ps’) =
(). We assume fixed a set PS of pairwise disjoint property
statements sufficient for determining the domain of each f €
Yn, that is, for each f € ¥,,, we can partition the set PS
into two sets PSy = PS4 PS7 such that:

o if ps € PSg, then [ran(ps)] = {1};

o if ps € PSy, then L ¢ [ran(ps)] and dom(ps) C B™;

o« B = E-JPSEPSf dom(PS).

Intuitively, if ps € PS4, then dom(PS) is a subset of the
domain of the function represented by f. The condition that
dom(PS) C B" reflects our requirement that the application
of functions to L yields L. If ps € PS7, then dom(PS)
does not intersect the domain of f. Together, PS; and
PS5 uniquely determine the domain of f (for any suitable
interpretation function [-]).

As before, we will assume that the set PS of prop-
erty statements to be considered is satisfied by the real
world model p. Intuitively, for each property statement
f[T1,...,T,] C T, this means that applying the algorithm
[f] to inputs in [T1] X ... x [T},] yields a bitstring in [7}.].

Support: Given a term t € Tx(N), we will be inter-
ested in considering the support supp,,(t) of the random
variable ¢, defined by

supp,,(t) ={b€ BL | P,[t =b] >0} .

The following lemma states that this support is finite for any
term ¢ and any probability measure p satisfying PS.

Lemma IIL3. Let t € Tx(N). There exists a finite set
[supp ps]|(t) such that, for any probability measure p =
PS,[] satisfying PS and [-], we have

supp,,(t) C [suppps](t).
Ift = f(ty,...,

PS,={(f[T1...,T,] CT,) € PS |
T; N [supp pg]l(ti) # 0 for all ¢ € {1,...,n}}.

Lemma II1.3 ensures that PS; is always finite.

Compatibility condition: In order to ensure the compat-
ibility between the property statements in PS and the equa-
tional theory ~p, we want to relate the property statements
relevant for each term ¢ with those that relate to its normal
form t|. To formally define our compatibility condition, we
will first need the notion of selection function for a set of
terms.

t,) is a term, we define the set



Definition III.4. Let K C T%(N) be a set of terms. A
selection function for K is a function :: K — PS such
that, for each t € K \ V, «(t) € PS;. We denote by I(K)
the set of selection functions for K.

If ¢+ is a selection function for K, we say that w € Q is
a model of ¢, and write w |= ¢, if for all t = f(t1,...,t,),
we have (w(t1),...,w(ts)) € [dom](c(t)) and w(t) €

[ran(.(¢))].

Note that, by Lemma II1.3, if K is finite, then so is I(K).

We say that [-] and ~ g satisfy our compatibility condition
if whenever (I — r) € R is a rewrite rule, o: vars(l) —
Ts(N) is a substitution, K = sub(lo) U sub(ro), and ¢
is a selection function for K, then either [ran(c(ro))] C
[ran(c(10))], or ran((lo)) = B?, or there is no w € w such
that w |= ¢. Note that, if ran(1(lo)) # BY, our assumptions
on the property statements imply that | ¢ [ran(.(lo))], and
thus L ¢ [ran(c(ro))], so that w(lo) # L = w(ro) # L.
In order words, if o is defined, then so is ro.

We restrict ourselves to considering domain interpretation
function [-] and equational theories ~p that satisfy our
compatibility condition.

Example IIL.5S. We continue our running example by pre-
senting a set of property types P7 and a set of property
statements PS, which we use to describe properties of the
primitives in £PY,

We let PT = {B%Bﬁ}u(UieN Bi,Béi,Bi,Bfi}),
and we extend the function [-] to PT by letting [BY] = B..
Recall that [] is extended to PT by [T] = [T].

For readability, we will write: (S,.S2) for (-, -)[S1, Sa];
{S1l}s, for {1 [91, Sal; and {815, for {7 [S1, 5a].

PS ={
Unen {R[BY] € B | 256n < i < 256(n+ 1)}
U {<Bn’Bm> C Bn+m+[log(n+mﬂ ‘ n,m > 0}
U{m[B"] € B=""!|n>2}
U{m[B"] € B=""! |n>2}

U {{|Bzzsﬁn+1,§256(n+1)|}Bm C B256(nt1) | ¢ N}

OB < B2

U {‘3256(n+1)’};56 C B2256n+1,<256(n+1) Ine N}

U {|BZ256n+1,§256n+255 |};; C Bz)_}
5o =

—n -1
{1 e = 21
B256

This set of probabilistic statements models a hash function
h that can hash any bitstring into a bitstring of length
256, a pairing function that accepts any pair of bitstrings
and returns its labeled concatenation, and a symmetric
encryption scheme that uses a block cipher together with
some reversible padding technique.

Example IIL.6. We use our framework to formalize RSA
encryption taking into account properties of the key gener-
ation algorithm. To generate an RSA public key one first
generates two large primes p and g, typically of around 512
bits. The public key is a pair (n,e), where n = p- ¢ and e
(the exponent) is relatively coprime to ¢(n) = (p—1)(¢—1).
The private key d is the multiplicative inverse of e modulo
©o(n), ie., the only d € {1,...,¢(n)} such that (d - ¢)
mod ¢(n) = 1.

To model RSA encryption we add the name type random
to the set N7 that we have been using in our running
example. The name type random represents the random
values used to generate an RSA public-private key pair.
This involves generating two 512-bits prime numbers and
the 1024-bits exponent. Thus [random] C B2°%, By the
prime number theorem, the probability of a 512-bit bitstring
representing a prime number is approximately 1/In 2512,
Thus, |[random]| = (%)2 - 21024~ 92032 where we
approximate by 1 the probability that a random 1024-bits
bitstrings is coprime with p - g.

For our purposes it is sufficient to extend the signature
»PY by adding the following five primitives:

e mod € E?y , representing the extraction from a name
of type random of the modulo n = p - ¢ used in an
RSA public key;

e expn,inv € ley, representing the extraction from
a name of type random of, respectively, the public
exponent and its inverse used for RSA encryption and
decryption.

o {}..{} e »DY, representing, respectively, encryp-
tion and decryption using RSA.

To model properties of these functions we use equations
and probabilistic statements. The only property of RSA
asymmetric encryption that will interest us can be expressed
in our framework by adding to the rewriting system Rpy
the rewrite rule

-1

{{M }mod (k) expn(k)) }inV(k) -

where M,k € V are variables.

For describing probabilistic statements that can model the
relevant properties of these functions, we need to add to P7T
the following types:

e random, already in N7, representing the random data

used for generating an RSA key pair;

o prodprime, representing the set of bitstrings that corre-

spond to the product of two 512-bits prime numbers;

« odd, representing the set of bitstrings whose rightmost

bit is 1.

We thus have [prodprime] C B0?4, with |[prodprime]| ~
21008 “and [odd] C B19%4, with |[odd]| = 2!92%. Our new
probabilistic statements are then simply

mod[random| C prodprime, expn[random] C odd.



For the sake of simplicity, we merely require in this exam-
ple that the public-key exponent is odd, rather than requiring
it to be coprime with the modulo. Also for simplicity and
brevity, we omit here the additional statements specifying
the domain and range of each of these functions. These will
not play a role in our case-study examples.

C. Tests.

In our approach, we allow the attacker to test the messages
they see in two ways: he can check whether two messages
correspond to the same bitstring, and he can test whether
a message is a bitstring in a given set. To represent these
tests, we introduce yet another set 7T of test types, and we
extend our type interpretation function [-] to 77, so that,
for each T € TT, [T] is a set of bitstrings. Again, 77T,
PT and N'T need not be disjoint.

We assume that, fgr\each test type 77T € TT, there
exists an algorithm [T'T] that an attacker can use to test
whether a given bitstring b is in [T'77] or not — that is, for
any b € By, [TT](b)is 1 if b € [TT] and 0 otherwise.
An attacker’s capability to perform such tests may be used
to mount attacks. The computational feasibility of attacks
involving such tests naturally/dipends on the computational
feasibility of the algorithm [7'T]). Therefore, it is important
to choose test types that accurately model the capabilities of
a realistic attacker. ’

Example IIL.7. Continuing the RSA example, observe that
RSA public keys consist of a modulo n = p - g, where p
and g are two large primes, and an exponent e coprime with
(p—1)(¢—1). While it may be unfeasible to check whether
a modulo n is indeed the product of two large prime factors,
an attacker can nevertheless check whether the modulo has
small prime factors, and at least check whether the exponent
e is odd.

To describe these capabilities, we consider the set of test
types 7T = {odd, nspf}, where odd is also a member of
PT and is as described above, and nspf represents a set of
1024-bits bitstrings without prime factors smaller than 10°.
We have |[nspf]| ~ 21924 /24,

In Section IV, we show how this redundancy of RSA
public keys can be used by an attacker to mount off-line
guessing attacks.

IV. OFF-LINE GUESSING

Our analysis depends on an equational theory ~g, a type
interpretation function [-], and a set of property statements
PS. Properties of the encryption scheme are represented by
the equational theory ~p and the property statements PS,
adequately interpreted by the type interpretation function [-].
Test types in 7T are used to represent the attacker’s capabil-
ities of checking whether bitstrings have certain properties.

7(FLAG: Please check. I wanted to avoid here words like efficiency”
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In this section we describe how these ingredients can be used
to find and estimate the probability of success of non-trivial
off-line guessing attacks.

Throughout this section we assume that R is a convergent
rewriting system, ¢ = vn.o is a frame, p is a probability
measure on £, and s € N N7 is a secret name.

Suppose that the set [T is small enough that an attacker
can feasibly enumerate all bitstrings in this set. In an off-
line guessing attack of s, the attacker tries each possible
bistring b € [7T7] and tries to use his knowledge to rule out
the possibility that s is b. The attacker’s goal is to ultimately
learn s by excluding all but one bitstring of the set [T7]. In
the rest of this section we assume that the attacker is trying
to off-line guess s.

We represent an attacker’s guess by a fresh name w €
Nr \ names(ran(c)). We equip the attacker with two ways
of verifying whether a guess w of s is correct. First, he
can use his guess to construct a pair of terms (t,t') that
are equal under ~p if w = s, but different if w # s. This
is the usual definition in symbolic methods and has been
studied by using the standard notion of static equivalence
[19], [20], [26]. Second, he can use his guess to construct a
term t and choose some test type 7" € 7T such that ¢ is in
[T] if w = s, and not necessarily otherwise.

We first define the sets equ(¢,s) and tv(¢,s) of equa-
tional verifiers and type verifiers that an attacker may use to
verify his guess.

Definition IV.1. Let w € N be a fixed fresh name (i.e., a
name that does not occur in ¢), and « ¢ dom(c) be a fresh
variable. Define ¢ = vn,.cs and ¢,, = vn;.o,, Where
fy = nU{z}, o5 =cU{x— s}, and 0, = cU{x — w}.

The set equ(¢, s) of equational verifiers of s (under ¢) is
defined by

equ(¢,s) = {(t. ') € Ts(N) x Tx(N) |
tos &g t'os, towZE Rt ow,
t|p05 ~R t/|p057p 7é €= t|p = t/lp}'

The set tv(¢, s) of type verifiers of s (under ¢) is defined
by

tw(g,s)={t,TT) € Ts(N) x TT |
[supp psl(tos) C [TT], [supp ps](tow) € [TT],
p # €= [suppps|((tow)lp) € [suppps]((tos)lp)}

where [supp ps] is as given by Lemma II1.3.% Given a set
of equational verifiers equ(¢, s) and a set of type verifiers
tv(g, s), we let

Qegu(p,s) = {w € Q[ (1) € equ(9, 5) = w(toy) = w(t'ow)}

and

Qtv(qﬁ,s) = {w € ‘ (ta TT) € t’U((jS,S) = w(taw) € [[TT]]}

8(FLAG: are you ok with this?!)



be the subsets of €2 in which all the equational verifiers in
equ(¢, s) (respectively, all the type verifiers in tv(¢, s)) are
satisfied.

Note that the sets of equational and type verifiers may be
infinite.

Using u, the expected number of guesses w that satisfy
these tests is given by

[T - PulQego(s,s) N Ltw(g,s)-

Note that this value should be at least 1. Suppose that an
attacker tests all possible guesses w and randomly chooses
one that satisfies all equational verifiers and type verifiers.
Our estimate of the probability success of such an off-line
guessing attack is then

1
ITT] - PulQequis,s) N Qew(s,5)]

Relating symbolic and real-world attacks: The sym-
bolic attacks found in our model can be naturally translated
into attacks in the real world. Suppose that, in our model,
the attacker’s knowledge is described by a frame ¢ = vn.o,
and we consider off-line guessing attack of a name s € Np
of type T, obtaining equ(¢,s) and tv(¢,s) as sets of
equational and type verifiers. The corresponding scenario
in the real world is an attacker that learns the messages
represented by the terms in ran (o), either by eavesdropping
on a network or taking active part in the communication.
The attacker then enumerates all bitstrings w € [T']. Each
such bitstring constitutes a guess, and the attackes uses it to
constructs the messages represented by the terms equ (¢, s)
and tv(¢,s). If the attacer’s guess is correct, then, for
each (t,t') € equ(¢, s), the attacker expects the messages
represented by the terms ¢ and t' to represent the same
bitstring and, for each (¢, TT) € tv(¢,s), the attacker
expects the message represented by the term ¢ to correspond
to a bitstring in the set [T — which the attacker can test

_—

by using the algorithm [T'7T7]. The attacker then takes the
set of guesses that satisfied all properties that he expects
to be satisfied by the right guess and randomly picks one.
He is successful if his final pick indeed corresponds to the
bitstring represented by the name s. Theorem VI.3 relates
the probability of success estimated by our model with the
real probability of success of the corresponding attack in the
real world. °

We now present several examples of off-line guessing
attacks. These examples illustrate that such attacks can result
from implementation details that are outside the scope of
traditional symbolic methods and how such details can be
modeled in our framework and used to discover attacks.

9(FLAG: this is new, please check...)

A. Attack on a stored password hash.

Example IV.2. For privacy and security reasons, authenti-
cation servers commonly store password hashes instead of
the user’s passwords themselves. Suppose that an attacker
compromises such a server and obtains the hash of a weak
password. The attacker may attempt to use this hash to off-
line guess the password.

Using the same name types and property statements of our
previous examples, suppose that this password is represented
by a name s € N, and the hash obtained by the attacker
is represented by h(s). The knowledge of such an attacker
is represented by the frame

¢ =vin.o=v{s}.{x1— h(s)}.

To study off-line guessing, one considers the frames obtained
by extending ¢ with either the password s or an arbitrary
guess w; that is,

os =v{s,w}.{x1 — h(s),r > s}
dw =v{s,w}. {1 — h(s),z — w}.

Here, the set of type verifiers is empty (tv(¢, s) = (), and
the set of equational verifiers is given by

equ(¢, s) = {(x1, h(z)} .

Let us consider the expected number of guesses w for
which this equational verifier is satisfied, that is, for which
h(w) = h(s). Clearly, the correct guess always satisfies this
equation. Recall that [pw] C B2°6 and

(h[B2] C B*%) € PS.

We therefore expect that each wrong guess satisfies the
equation h(s) = h(w) with probability 272°6. Since we
assumed that |[pw] | &~ 224, we have 224 —1 wrong guesses to
consider. We conclude that the expected number of guesses
w satisfying h(w) = h(s) is

224 —1

1+ 9256’

and we obtain an estimated probability of success of
1 N 1
EEEE g
B. Attacks on the EKE protocol using RSA.

The EKE (Encrypted Key Exchange) protocol is designed
to allow two parties to exchange authenticated information
using a weak symmetric key without allowing off-line
guessing attacks [1]. In Alice&Bob notation, the protocol
is described by

1. A—B: {pub(c1)}},

2. B—A: {‘{kl}pub(q)‘}s
3. A=B: {mly,

4. B—= A {{m1,ma)l},
5. A—B: {mal,



where {|M [}, (respectively {M } ;) represents the symmet-
ric (respectively asymmetric encryption) of M with key
(respectively public key) K and pub(M) represents the
generation of a public key from some random data M.

EKE is known to be vulnerable to off-line guessing attacks
when implemented using the RSA asymmetric encryption
scheme [1]. This is due to the redundancy of RSA public
keys: an RSA public key is a pair (p - ¢,n), where p, q are
two large primes and n is coprime with (p—1)(g—1). Thus,
an attacker that sees the first message {|pub(ci)[}, can try
to decrypt it using his multiple guesses and check whether
a valid RSA public key results from each decryption.

In the next examples we show how our methods can
be used to estimate the probability of a successful off-line
guessing attack.

Example IV.3. Let s € N, be a name representing the
weak password shared between A and B that the attacker
tries to guess. Suppose that A generates an RSA key pair,
represented as a name r € Nandom Of type random. A then
computes from r his public key and sends it to B, encrypted
with the weak password s, as prescribed by the protocol.

After observing this message in the network, the attacker’s
knowledge is described by the the frame

¢ =v{r}. {1 — {(mod(r),expn(r))f}} .
To study off-line guessing attacks, one uses the frames ¢,
and ¢,, given by:

¢s = v{k,w}. {21 = {(mod(r),expn(r))[}, , 2 = s},
bw =v{k,w}. {z1 = {{{mod(r),expn(r))[},,z2 — w}.
For ¢ and s there are no equational verifiers: equ(¢, s) =
(). However, the attacker can try to decrypt the message sent
by A with his guess w for the secret and check whether it
yields a valid RSA public key. One thus obtains the set of
type verifiers

t(6,5) = { (m1 ({11}, nsph), (ma({lal} ), od) }

The attacker tries all 224 possible bitstrings for the weak
password s and checks, for each of them, whether all con-
ditions in tv(¢, s) are satisfied. He then chooses a random
bitstring among those that satisfy all those conditions. The
right bitstring always satisfies tv(¢, s); each wrong one
satisfies these conditions with probability

P, |mi({z1ly,) € [nspfl, me ({21 l}s,) € ﬂoddﬂ]

L1

242
We thus obtain 02 1
48
as an estimate for the total number of passwords satisfying
the conditions in tv(¢, s), and an estimated probability of
success of 1 1

271 o185
1+

1+

for this off-line guessing attack.

In Section V we present a simple and general way to
compute a probability distribution p from the equational
theory ~p, the set of property statements PS, and the type
intepretation function [-] that yields precisely this estimate
for the probability of success of this off-line guessing attack.

Example IV.4. Suppose that, to prevent the previous attack,
only the exponent of the RSA public key is encrypted in
the first message. The authors of EKE note [1] that this
variant is still vulnerable to off-line guessing attacks if more
sessions of the protocol are executed: Since the exponent
of an RSA key is always odd, one can try to decrypt
each encryption of a public key with each guess. For the
right guess, decrypting each of the encryptions will always
yield an odd exponent. The probability that a wrong guess
achieves this decreases exponentially with the number of
encryptions, and the attacker gets one such encryption per
session.

To formalize this in our setting, we let ¢ = vn.o be the
frame representing the attacker’s knowledge, where

n=A4ry,...,m,S},
o = {x; — (mod(r;), {lexpn(r;)[},) | i € {1,...,n}}.

The frames ¢, and ¢,, used are as expected: ¢ps = vn U
{w} .05 and ¢, = vIU{w} .0y, and 05 = oU{xp11 — s},
Ow =0 U{Zpt1 — w}.

As before, there are no equational verifiers: equ(¢, s) = 0.
The set of type verifiers is given by

to(¢,s) = {({Ima(21)],., ,odd),

-t
({Im2(zn)lt,,,, sodd)}.
By a reasoning similar to that employed in IV.3, we obtain
1 1 on

Pulto(é,s)] 1+ 27 2n 220 -1

as an estimate for the probability of success of this off-line
guessing attack.

Again, the probability distribution that we will present
in Section V yields precisely the same estimate for the
probability of success of this off-line guessing attack.

V. PROBABILITY DISTRIBUTIONS

Recall that the ingredients to our analysis are an equa-
tional theory =g, a type interpretation function [-], and
a set PS of property statements. In this section we use
these elements to define the probability distribution that
determines our model. This probability distribution to obtain
our estimates of the probability of success of attacks, as
already illustrated by the examples in the previous section.



A. The probability measure [i,,.
Let

Qps ) ={weQ|wkPS,wk[]}
be the subset of functions w € € that satisfy PS, [-], and
Q(PS,[.]],zR) = {w S Q(p&[[,]]) | wE zR}

be the subset of functions w € €2 that also satisfy ~p.
Let R C P(£2) be the set'® of sets of the form

{wew(t;) e Bi,ie{l,...,n}}

for some terms ti,...,t, € Tg(N) and some sets
Bi,..., B, C B..Below, we will use r"_, (¢;, B;) to denote
the set

rici(ti; Bi) = {w € Q[ w(ti) € Bi,i € {1,...,n}},

"Lt B)) = {ti]1<i<n} and
= sub({t; | 1 <i <n})NN. Clearly,

and define terms(r
names(ri_, (t;, B;))
7“?:1@1‘, Bl> € R.
Definition V.1. If r = ¢ (¢, B;) is a set in r, K =
sub(terms(r)) U {t}| t € terms(r)} and ¢ € I(K) is a
selection function for K, we define «(r) as the set of all
w € € satisfying:
e werandw = u(r);

o if t € K NNy, then w(t) € [T7];
o if i€ {1,...,n} and ran(u(t;)) # B”, then w(t;|) €
B,.

Definition V.2. Let r € R, K =
{tl| t € terms(r)}, and ¢« € I(K).
For t € K, we define the r-support supp,(,(t) of t by

sub(terms(r)) U

supp, () (t) = {b € BL | w(t) = b for some w € ¢(r)}.

If t € KN € Ny, we define the ¢(r), PS-support of the
random variable a by

[[S’U‘ppb(r),PS]](a') = [[T]]
t,) € K, we define
psl(F(1y vy tn)) = [ran(e(t))].

Lemma V.3. Let r = 7', (t;, B;) and v be a selection
Sfunction for K = sub(terms(r)) U {t}| t € terms(r)}.
We have that

Ift = f(ty,...,

[[SUPPL(T)

u(r) € R,

and

H‘J u(r) ] NQps,[].~r)
LeI(K)

(rOQps [1an) =

I0(FLAG: it is very important to change letter!!)

We finally define p,: R —

z:l(tl’B ) € R by

Hw (7“) = Z

LeI(K(r)) teK(r

[0,1] for sets r =

‘ [[SUPPL(r)ﬂ(t) ‘

v(r), PSH( )
where K (r) = sub(terms(r)) U {tH t € sub(terms(r))}.

Lemma V4. There exists a unique extension of ., to F
that is a probability measure.

We will abuse notation by using the same symbol i, for
the function in R defined above and its unique extension to
F that is a probability measure. Note that the definition ft,,
depends only on the equational theory ~p, the set of prop-
erty statement PS and the type interpretation function [-].
As such, we write (=g, PS,[:]) and for the probability
measure [, thus defined.

Lemma V.5. pu,(~g, PS,[]) satisfies the following prop-
erties.

e Ifay,...,a, € N are distinct names, Ty, ..., T, are
types, B1,..., B, are sets of bitstrings, and a; € T;
forie{l,...,n}, then

\ B; N [T;
P,Lw[./\1 (a; € B;)] H' I[[T[[ JI

o fw(Qpppsap) =1

Note that ., makes perfect sense as a probability measure
for our model, but only as long as we assume that all the
names in our signature are strong. In order to model weak
names, we need to consider the possibility that distinct weak
names may possibly take the same value.

Example V.6. !!

B. The probability measure .

Letr € R, and let N,,(r) = names(r)NN,, be the (finite)
set of weak names occurring in . We will consider the set
P(Ny(r)) of partitions of N, (r). Let p = {p1,...,Pm}
be one such partition, so that N, (r) = E—J;":l pj, and, for
each a € N, (r), denote by j(a) the only index such that
a € pj(a)- We define the set 2, C €2 by

Q= {we Q| aeN,(r) = wla) € type(a),
j(a) = j(a’) = wla) = w(a),
j(a) # 3(a") = wla) # wla)},

For each set p; € p, we choose a representative a; € pj,
and we define a substitution 6,,: N, (r) — N, (r) given by
all, = a;(,). Note that different choices of representantives
a; lead to sets 70, that are equal up to renaming of weak
names. We say that such a partition 0, is a p-substitution

(for Ny (r)).

(FLAG: )



Finally, assuming that r = r7, (¢;, B;) € R, we define
rf, ={we Q| w(tby) € B; forall i € {1,...,n}},

and
QO ={we Q] ‘
VS {17 s ’m} = W(qj) € maepj [type(a)]],
i #j = w(a') #wla)}.
It is simple to check that rf, € R, and Q,, Q; e F.
We define p(r) by

pu(r) = Z Py, [r0p [ ] p ().
pGP(Nw(T))

Lemma V.7. There exists a unique extension of u to F that
is a probability measure.

As above, we abuse notation by using the symbol y also
for the unique extension of p to JF that is a probability
measure. This probability measure is our intended model.
As for pi,,, v depends only on =g, PS and [-]. As such, we
write u(~g, PS,[-]) for the probability measures u defined
as above, and use the term model also for the tuple (=g

,PS, [H])

Lemma V.8. (=g, PS,[]) satisfies the following proper-
ties.
° M(QH'H,PS»ZR) = 1
e Ifay,...,a, € N are distinct names, Ty,...,T, are
types, B1,...,B, are sets of bitstrings, and a; € T;
Jorie{l,...,n}, then

A 11BN [T,
Pﬂ[[\ai:bi]:[{' [[QTZH]] H|~

o If a1,as € N, are weak names, 0 = {ai — as},
t1,to € Ts(N) are such that t,10 =~p t20, and
P,lay = az] > 0, then

Pﬂ[t]_ #tz,tl 7& L7t2 7& 1 | aj :az] =0.
Example V.9. 2

C. Computing probabilities.
13

VI. SOUNDNESS

One is often interested in studying asymptotic properties
of the results yielded by symbolic methods; for instance,
computational soundness results guarantee that, when the
cryptographic primitives being used satisfy certain security
properties and the frames representing the attacker’s knowl-
edge satisfy certain “well-formedness” conditions, a proof
of security in a symbolic model implies that the probability

I2(FLAG: )
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of a successful attack in the real world is negligible as a
function of a security parameter.

In this section we provide a different result: namely, we
prove that, under certain assumptions on the cryptographic
primitives being used and the adequacy of our model (as
expressed by (PS,[-],~r)), then the attacks described by
our framework correspond to attacks in the real world whose
probability of success differs negligibly from our estimated
probability.

In order to obtain such results, we need two countably
infinite sequences of models, each indexed by a security
parameter 1. One is the sequence (€2,),en, representing
the real world model with its name generation algorithms
and cryptographic primitives. We assume that, for security
parameter 7, 0, = (Q,F,,) is the real world model
obtained (as described in Section II-B) if the random gen-
eration algorithm associated to each name type 7" € NT is
[T, and the function associated to each function symbol

fex,is [[/f\]]n‘ The second is the sequence (£2,,),en, Where
Q, == (Q, F, p,) for each n € N. As before, we identify
our models with their associated probability distribution g,
and our framework uses an equational theory ~p, a domain
interpretation function [-], and a set of property statements
PS to estimate this probability distribution. We assume that
the equational theory ~p and the set of property statements
PS is the same regardless of the security parameter, but
that we have a countably infinite family ([-],), of domain
interpretation functions. Thus, we have

Qﬁ = (Qa‘F7/J’?7)7

where
iy = (=g, [y, PS).

Recall that a function k: N — R is negligible if, for all
ceN, keo(nc).

Assumptions on name generatiO/n; We assume that, for
each T € N and each n € N, [T], outputs a random
bitstring in [77],, with uniform probability distribution, that
is, we assume that

if b € [T7,

Plb mn] = { (1)/ |[[T]]n| otherwise

and that different samples are independent.

We assume further that, for all strong name types T' €
NTs, 1/|[T],| is negligible as a function of 7, and, for all
weak name types T € N'T,,, we have |[T],| € O(n*) for
some k € N.

Finally, we assume that if W C N'T,, is a set of weak
name types, then there is some Ty € N'T,, such that

N 71 = [Twl.

Tew



Assumptions on functions: Let t,t' € Ts;(N') be terms
such that ¢ g ¢/, and

p={a|a € (names(t) Unames(t')) N Ny}

be the trivial discrete partition of the weak names of ¢ and
t’. We assume that the probabilities

Palt =1t # Lt # L | Q)]
and
P, t=tt# 1t #1]Q)]

are negligible as functions of 7. Intuitively, this means
that if two terms are not equationally equal and distinct
weak names occurring in those terms are mapped to distinct
bitstrings, then the probability (under either 7 or p) that
the two terms are equal is negligible unless one of them is
mapped to L).

A. Admissible models.
Definition VL.1. Let 0 = {21 — t,...,2, — t,} and ¢ =
vin.o be a frame, and let a1,...,a, € N be fresh names
(.e., {a1,...,a,} Nnames(ran(c)) = 0.

Consider the frames

¢ =v(U{a,...,an}).0

and

do =v(nU{ay,...,an}).0q,

where 0, = {z; —a; | i € {1,...,n}}.
We say that ¢ has no non-trivial equations (With respect
to ~p) if, for all ¢,¢’ € Ty, we have

Coq = C/O'a-

If the above condition is not satisfied, we say that ¢ has
non-trivial equations (with respect to ~p).

Co=(o iff

The above condition is a static equivalence property:
a frame has no non-trivial conditions if it is statically
equivalent to a frame that maps all variables to fresh names.

Let T = {t1,...,t,} € Tx(NV) be a finite set of terms,
and let {wy,...,w,} be the set of weak names occurring
in {t1,...,tn}, so that

St ) NNy = {wn, ...

We let ¢*(T) denote the frame ¢*(T) = virp.or, where
i = Jyer names(t) and

names({t1,. . , Wi -

or={x;—=t|1<i<n}U{zppi—w;|1<i<m}.

Definition VI.2. Consider the following experiment for each
security parameter 1 € N:
1. An adversary A chooses a finite set 7' C T (N).
2. If ¢*(T) = vnr.or has non-trivial equations with
respect to ~p, then L is output to the adversary;
otherwise, a bit b is selected at random.

3. If b=0, then (x10,...,%xn0) is sampled from p, and
output to the adversary.

4. If b = 1, then (x10,...,%X,0) is repeatedly sampled
from [i,,, and the first sample satisfying

w;, w; € Ny Nran(or), w; # w; = Wi # Wj
is output to the adversary.

5. The adversary outputs a bit &’
The advantage of A is defined by

Adv?

zR,QT,,SAlT,

= Pb=0]-1/2.

We say that (=g, PS, ([']4)nen) is an admissible model of
(€2;)nen if the function AdviR Q0,80 is negligible (in 7)
for any probabilistic polynomial-time adversary A.

B. Soundness theorem.

Theorem VL.3. Suppose that:

(1) =~ is generated by a subterm convergent rewriting
system R such that, for each rewrite rule (I — r) € R,
ifl = f(l1,...,1,), then f does not occur in any other
rewrite rule or any strict subterm of | — that is,

(l/ — T/) S R\{l — ’I“} = l/ (S Tg\{f}(/\/)

and

li,...,1l, € TE\{f}(N).

2 (=, PS, ([]n)nen) is an admissible model of ([-], )nen.

(3) Our assumptions on names and functions are satisfied.

4) ¢ = vn.o is such that names(ran(o)) NN, = {s}
and, for all equational verifiers (t,t') € equ(o, s),

P/'Ln [t = J‘L P,Ufn [t, = L]’ Pﬁn [t = J‘]’ ‘Pﬁn [t, = J‘]

are all negligible as functions of n.
Let

Qg = {w | w(t) = w(t') for all (t,1') € equ(¢, ),
w(t) € [TT], for all (t,TT) € tv(¢,s)}

Then,

| Py Q.0 | Qg.1] — Pa, Q. | Q1]

is negligible (as a function of n).

Furthermore, the probability of success of the attack
described in our model differs at most negligibly from the
probability of success of the corresponding attack in the
real-world as described in Section IV.

Example VI.4. Applicability to examples...



C. Discussion.
About the soundness result

e its meaning and limitations
o on real world names

— from weak names to weak terms, and the login
example
— further on names: the uniformity assumption is
essential for computing the probabilities (seems
reasonable, ultimately all probabilistic algorithms
rely on some good enough uniform random gener-
ator), drawback is that we cannot accurately reason
about attacks that explore weaknesses of real world
pseudo-random generation
« on real world functions (and names, still)
— uniformity of real world cryptographic functions
versus the weak/strong name splitting
— why is this relevant, and where?
— what it excludes
— problems with pairing
« on our model, and its soundness (admissibility?)

— soundness/admissibility of our model is closely
related to the typical indistinguishability-like as-
sumptions on cryptographic functions that underly
computational reasoning and computational sound-
ness results; no obvious way to prove this directly;
but should be possible to show that, in concrete
situations, our property is implied by the indistin-
guishability assumptions on which the actual cryp-
tographic functions and random generators rely on
— it would be awesome to include such a case
explicitly, with a sketch of proof :)

« on the ingredients to our model, attacker resources

— subterm convergency makes things simpler but
should be easily generalizable, explain; it can be
trivially checked; still it is not more limitative than
the average result in the literature

— the head-of-rules condition is also easily check-
able, but quite restrictive, though it covers many
interesting examples; why we need it; generaliza-
tion?

About our approach

o how completely do we cover the capabilities of actual
attackers (much better than in the rest of the automat-
able literature, anyway)

Whatever else I may have forgotten ...

VII. CONCLUSION AND FUTURE WORK

We presented a symbolic probabilistic framework for
security protocol analysis. Our framework allows one to ex-
press type properties of cryptographic primitives, in addition
to standard equational properties; one can thereby model a
much stronger attacker than the standard Dolev-Yao model.

We illustrated the usefulness of this approach by modeling
non-trivial properties of RSA encryption and using them
to describe off-line guessing attacks on the EKE protocol,
currently outside the scope of other symbolic methods.

Our work is also the only existing symbolic model capable
of estimating the probability of success of the attacks found.
Under adequate'* assumptions about the accuracy of the
properties expressed, our estimate can be shown to differ
negligibly from the probability of success in the real world.

There are many interesting and practically relevant contin-
uations of this research. In the context of off-line guessing,
it should be possible to both specialize and generalize the
conditions in our soundness theorem. The recent work on
the computational soundness of static equivalence [17], [18],
for example, introduces new notions of security that could
perhaps be adapted to obtain sharper sufficient conditions for
our soundness theorem. Another relevant research question
that has received surprisingly little attention is the modeling
of weak hash functions and the analysis of off-line guessing
of non-atomic secrets. This could be useful, for instance, in
scenarios like the one described in Section IV-A.

More generally, we believe that our approach can be
used to analyze a broad range of attacks and weaknesses
of cryptographic primitives that could not previously be
analyzed by symbolic models. These include some forms of
cryptanalysis (such as differential cryptanalysis to AES, DES
or hash functions, as illustrated in [16]) and side-channel
attacks [25]. Short-string authentication protocols, used for
example in device pairing [27], are also interesting appli-
cations: short strings are a natural source of cryptographic
weakness, and the analysis of such protocols is intrinsically
probabilistic. Finally, distance-bounding protocols that rely
on rapid-bit exchange, such as [28], are notoriously ill-suited
for analysis with existing symbolic methods; these may well
be amenable to analysis using our framework.

An important goal for our future research is the integration
of this approach with a symbolic protocol model-checker
capable of generating protocol execution traces. Since our
probabilistic analysis can be performed automatically, as
discussed in V-C, this would provide a means for fully
automating our analysis.
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APPENDIX

Proof (of Lemma II1.3): 1> The proof is by induction on
t. If t € N for some name type T € N'T and pu E PS,[],
then we choose

[supp ps](t) = [T,

and the result is proved.

Our assumptions on our set of probabilistic statements PS
imply that, for each (by,...,b,) € B, there is exactly one
property statement f[77,...,T;,] C T, such that

(b, ..., bn) € [T1] % ... x [Tn].

Let T,.(by,...,b,) € PT denote the range type in this
probabilistic statement.
Since p satisfies P.S, we have

P;L[f(tla oo 7tn) € [[Tr(bla .. 'abn)ﬂ
|t1 € {b1}7...,tn G{bn}] =1.
Observe also that
supp,, (f(t1y--stn)) C | To(br,... bn),
(blq,...,b")GB
where B = supp,(t1) X ... x supp,(tn). Now, the set

B is finite by the induction hypothesis, and so are the sets
T, (b1,...,by) for each n-uple (by,...,b,). Thus, the result
follows by taking

[supp ps](f (t15- -+ tn)) = U

Lemma VIL1. Let v = 17" (t;, B;) and ¢ be a selection
Sunction for K = {sub(tl) | t € terms(r)}.
We have that
u(r) € R,

and

(rNQps 11.~n)) ur) | NQps,[1,~n)
LEI(K)

Proof: To see that +(r) € R, we note that the conditions
on w that define the set «(r) only depend on the bitstrings
w(t) for t € K. Thus, we have

= (N {weQ|wt) e B}
teK

for some sets B; C I3, and the result follows from the
finiteness of K.

If w € 1(r)NQpg,[.],~x- then w € r by definition of (r),
and thus w € r N Qpg ] ~p

Now, suppose that w € r N QPS’H,QR, and define
i, € I(K) such that, for each t = f(t1,...,t,) €

I5(FLAG: Revise this proof to be better suited for using in the
soundness theorem, using ¢...)



K, i,(t) is the only probabilistic statement ps such that
(w(t1),...,w(tn)) € [dom](c(t)). We show that w €
LW(T) N QPS-,[[']L%R‘

e We have w € r by hypothesis. If ¢t = f(t1,...,1,),
then (w(t1),...,w(ty)) € [dom]((t)) by definition of
tw, and w(t) € [ran(c(t))] because w = PS. Thus,
w = L

o If t € KNWN, then w(t) € [T, since w = [].

e If i € {1,...,n} and ran(u(t;)) # BY, then L ¢
[ran(c(t;))] (from our assumptions on property state-
ments). We have two cases.

— Ift; € NV, then t; = t;] and, since w € r, we have
w(t;) = w(tii) € BZ;
- If tL = f(ti71, .. ,L n) then

(w(tin),--- ,w(tm)) € [dom](c(ts)),

and we get w(t;) # L because w = PS. Since
w =g, we conclude that w(t;]) € B;.
This concludes the proof.
|

Lemma VIL2. Let r = r]_,(t;,B;) be a set in R, and

define

dec(r) = {ri—;(t;, {b:}) | b; € B; N [supppg](ti) for each i € {1,...,

Then, we have

L—ﬂ r Cr

r'edec(r)
and
fw (1) = Z fra (7).
r’edec(r)

We say that dec(r) is the canonical decomposition of r.
Proof: '° |

Corollary VIL3. Let r1,...,7, € R be disjoint sets in R
such that v = \J!_, r; is a set in R. Then,

r) = Zﬂw(ri)-

Proof: V7 [ |

Lemma VIL4. There exists a unique extension of (i, to F
that is a probability measure.

Proof: We first prove that R is a semi-ring of sets. To
prove that () € R, we note that r}_(t1,0) = 0 i is in R for
any term ¢1. Now let r = 77", (t;, B;) and 7/ = 7", (t}, B})
be two arbitrary sets in R. Let

terms(r) U terms(r') = {t,

ey n//}.

16(FLAG: )
17(FLAG: )

There are sets Bi,...,B,,B{,..., B}, such that r =
(8, B;) and ' = 7 (t/,B]). These sets can be
obtained by simply choosing B; to be set associated to ¢/ in
the definition of r if ¢t/ € terms(r), and B; = B, otherwise,
and doing similar choices for the sets B;. We then have that

re’ =1 (8, B; N BY).

Thus, R is closed for intersections.
Now, consider the set of functions

U={y: {1,...,n"} = {0,1}},

and let ¢9 € ¥ be the function given by (i) = 0 for all
i€ {1,...,n"}. For each function ¢ € ¥, consider the set

Tw = ’I“;»nz/,l (ti, B¢(Z)’

where B = B, N B if b= 0 and B? = B; \ B} if b = 1.
The followmg properties are easy to verify.

o 7y € Rforally €U,

o If 11,19 € VU are distinct functions, then ry, N7y, .

L]
r = H‘J Tw.
Pew
L]

n}}. rOT =1y,

We conclude that

r\r = L—ij Ty
peP\{vo}

is a finite, disjoint union of elements in R. Thus, R is a
semi-ring.

It is simple to check that F is the o-algebra generated
by R: On one hand, all the generators of F are in R, so
that the o-algebra generated by R contains F. On the other
hand, any set in R is generated by a finite intersection of
sets of the form

{weQ|w(t) e B}

for some term ¢ and some set of bitstrings B C B, . These
sets are countable unions of sets of the form

{we|w) =0},

which by definition are the generators of F. Thus, F also
contains the o-algebra generated by R.

By Caratheodory’s extension theorem, to complete our
proof that y,, is a probability measure we only need to show

that, whenever
{# =ri i, B]) | j e N}

is a set of pairwise disjoint sets in R such that their (disjoint)
union
1(ti, Bi)

_ L .n
r=\Hr;=r_
JEN



is also in R, then
(r)= Zuw(rj)'
jeN
We first note that, since

pu(r?) = p(ri (8, BY 0 [supp ps] (£1))

and
pu(r) = p(ris, (ti, Bi O [supp ps] (t:)),

we may assume without loss of generality that all the sets
B are such that

sz - [[SUPPPS]] (tZ)

For each t € Tx(N), consider the topological space
[supp pg]l(t), where all the subsets are open. This space is
finite and, therefore, it is trivially compact. Now, consider
the topological space

F = {omega: Ts;(N) — By | f(t) € [supppg](¢) for all ¢} .

F is the cartesian product of the topological spaces associ-
ated to each term ¢. The open sets in this topological space
with the product topology are precisely the sets of the form

r?:l(th Bl)

where B; C [supppg](t;) for all ¢ € {1,...,n}. By
Tychonoff’s theorem, F' with the product topology is also a
compact space.

Because the open sets of F' form a semi-ring (by an
argument entirely analogous to the one we used to prove that
R is a semi-ring), we know that F'\r is a finite union of open
sets, and thus is also open. We conclude that r is closed.
Because F' is compact, it follows that r is also compact.
Since {r; | j € N} is a open cover of r, there must be a
finite sub-cover — that is, there must be indexes ji, ..., jm
such that

m

T = L—ijrjk.

k=1

And because the r; are disjoint, it follows that r; = () for

all j & {j1,..-,jm}.
Thus, we only need to prove that

ﬂw Z Haw T’]k

This follows from Corollary VII.3.
|

Lemma VILS. pu, (=g, PS,[-]) satisfies the following
properties.

(1) If ay,...,a, € N are distinct names, Ty, ...,T, are
types, B1,...,B, are sets of bitstrings, and a; € T;
forie{l,...,n}, then

Puw[[\l(aieB HlB [FT[%]TH'.

(2) Nw(ﬂ[[ﬂ,PS,zR) =1.

Proof:
(1): This is a direct consequence of the definition of
Ly We have

n

F)Nzu [/\(al € B’l)]
i=1
Now, if » = r,(a;, B;), we have K(r(a;,B;)) = 0
and, for all v € I(K(r)):
o L= (Z);
® Hsuppb('r)ﬂ(a’t) =
° [[SUPPL(T),PS]](%) =
Thus,

= Hw (7‘?:1 (aiv Bl))

B;N[T;] for all i € {1,...,n};
[T;] for all i € {1,...,n}.

‘ [supp, 1 (t) ’

>

veI(K(r))

Hw (7“) =

teK (r) [[SUPPL(T),Ps]](t)‘

_ 1y BT
-1l i

(2): Leta € N and r = r_
(1), we know that

p (1) = Py la e B\ [T]] =

i=1

1(a, BL\ [type(a)]). By

Thus,
pw({w [ w = []})
= /JJU/(UaeN T}:1(6L7BJ_ \ [[type(a)]])) (1)
=D aen Hu(rizy(a, BL\ [type(a)]))

Let ps = (f[T1,...,T,] <€ T.), and tp41 =
ft1,... tn). Let r = r?jll(ti,B,;), where B; = [T;] for
ie€{l,...,n}, and Bpy1 =B\ [T,].

We have ty,...,t,11 € K(r). Let « € I(K(r)) and
t(tn+1) = (f[TY,...,T}] € TV). For all w € «(r) and all
i € {l,...,n}, we have w(t;) € [T7]; since w(t;) € [T3]

for all w € r, we also have w(t;) € [T;] for all w € «(r).
If t(tnt1) # PS, then, by our disjointness assumption on
property statements, we have

(I11] % ... x [T N ([T2] % . ..

from which we conclude that [7;] N [Z}]

< [Ta]) =0,

= () for some

i € {1,...,n}. We conclude that supp,,(t) = 0 for all ¢
such that ¢(¢,,1+1) # ps. Thus,
\usuppdr)ﬂ(t)]
= O7
e ) ps1(®)]

since the product contains a factor equal to O.



On the other hand, if ¢(¢,,+1) = ps, then, by a similar
reasoning, we have, for all w € «(r), that w(t,+1) € [Tr]
and w(t,41) ¢ [T], and we conclude that

lol®]
1ty |[supp ) ps1(2)]
also for all ¢ such that ¢(tn41) = ps.
We conclude that
[Lsupp, ) J(2)]
p(r) = Z =0.
LeI(K(r) \teK(r) USUPPL(T),Ps]](t)‘
Now, if w [~ PS, we must have
W(tl) € [[Tl]]7 s 7w(t7l) € [[TTL]])OJ(f(th e 7tn)) ¢ [[TT]]
for some property statement (f[T1,...,7,] € T,) €
PS. For each f(ti,...,t,) € Tx(N) and each ps =
(f[Th,...,T,) € T,) € PSy, define
T(f(tla e atn)aps) - Tzn—‘rll(tia B’L)?
where again t,y1 = f(t1,...,tn), B;i = [Ti] for i €

{1,...,n}, and B,41 = By \ [T}]. We have

{wlwls PS}= U r(f(te, .- tn), ps).
f(t1,tn) ETS(N)
psEPS ¢
By the reasoning  above, we  know  that
/L(T(f(tl, . ,tn),ps)) = ( for all f(tl, A ,tn) c TE(N)

and all ps € PS¢, and we conclude that

pw({w | w = PSY)

U, .,tn),p8)>
( « .

= tmyeTs W) T(f(t1; -
psEPS ¢
=D Ftr,etn)eTs(N), B (T(f(t1, .. tn), pS))
psEPS ¢

=0.

Let t1,t2 € Ts(N) be terms such that t; ~g to, by, by €
B be distinct non-L bitstrings, and r = r?_, (¢;, {b;}). Let
v € I(K(r)) and w € «(r). Since w € r, we always have

w(t;) C {b;} for i € {1,2}. Now, if ran((t;)) = BY for
some i € {1,2}, we also have w € {L} for all w € L( ).
Thus, we have

‘ [supp, (1 (¢) ‘

=0
[[supp,,(r),psﬂ(t)’

teK(r)

for all © € I(K(r)) such that «(t;) = B@g for some i €
{1,2}. Now suppose that ran(c(t ) # BY fori e {1,2}.
Then, we have w(t;]) € {b;} for i € {1 2}, and since

t1l= tal, we conclude that w(t1]) € {b1}N{ba} = 0 for all
w € ¢(r). We conclude that [supp, . ](¢t1)) = 0, and thus

[Lsupp . I(8)]

teK (r) ‘[[SUPPL(T),PS]](t)‘

for all « € I(K(r)) such that «(t;) # BY for i € {1,2}.
Thus, we have

‘ [supp, 1 (¢) ‘

[supp,(r), ps](0)

=0.

o (1) = Z

LeI(K(r)) \teK(r)

Now, if w £~ R, we must have w(¢1) = by and w(ta) = bo
for some terms tq,ts such that t; ~p to and some distinct
bitstrings b1, by € . Thus, we have

{w|wErpr} = U
t1~Rto
by,ba€B,b1#ba

iz (tis {bi})-

By the reasoning above, we know that u(r?_; (¢;,{b:i})) =0
for all such tq,t2, by, bs, and we conclude that

prw({w | w = ~r})

= Hw <U t1~R Rt T§:1(ti7 {bz})>
b1,b2€B,b1#£bo ) 3)
= t1RRts Hw (ri:l(tiv {bl}))
bl,bzeB,bl
From (1), (2) and (3), we conclude our result. |

Lemma VIL6. There exists a unique extension of u to F
that is a probability measure.

Lemma VIL7. u(=g, PS,[]) satisfies the following prop-
erties.

(1) If ay,...,a, € N are distinct names, Ty, ...,T, are
types, B1,...,B, are sets of bitstrings, and a; € T;
forie{l,...,n}, then

A 1B N [7]]
P.[/N\(a; € By) .
A H T2l

) w(Qpg,ps~r) =1

(3) If a1,a2 € Ny, are weak names, 0 = {a; — as},
ti,to € Ts(N) are such that t,10 =g t20, and
P,lar = az] > 0, then

P/,L[tl #tz,tl #l,tz #L | ay :(12] =0.

Proof:



(1): Suppose that r = 77", (a;, B;). Let
Nu(r) = {wr, ..

be the set of weak
{a;|i€{i,...,n}}, and

{81,y Sn—r} = terms(r) \ Ny(r)

be the set of strong names. Let
By, Buwk,Bsi,-..,Bsn_i be the sets of bitstrings
such that

awk}

names in terms(r) =

r = (rf(w;, Buy)) N (T;Lz_lk(sins,i)

Fix a partition p = {p1,...,pm} of Ny (r). For each w €
Ny (), let j(w) be the only index such that w € p;(,). For
each j € {1,...,m}, we let w? € p; be the representative
of the class p;, so that wf = w’ for all w € Dj-

Define

A(ry={X: {1,...,m} = B|

AG) € (Nuey, [tpe()])
J# 7= A0) # A0}

and, for each A € A(p), let

Q= 1y (wi, NG (wi)}).
It is simple to check that
0= [ o
AEA(p)

and, by property (1) of Lemma V.5, we have

k
1
po () = | | 757
) =1 e
It follows that, for all A € A(p), and any Ay € A(p),
po( Q) = D () = [AD)] (D).
AEA(p)
We now observe that
P, [r| Q)= P, [r, ) _ EAGA(P) Py, [, ]
- ! PQy)] |A(D)] 11w (2x,)
for any fixed Ao € A(p).
Similarly, for each A € A(p), define

OF =iy (0’ A(5)-

“

Again, it is simple to check that

ro, N = |4 (r6,NQy)
A€A(p)

and, by property (1) of Lemma V.5, we have

i 1
o) = 1 ey

As before, it follows that, for all A € A(p), and any )y €
A(p),

() = D () = [AP)] s (D,)-

AEA(p)

Analogously to Equation (4), we obtain

Py, [7"9;”9;] _ Z)\GA(p) Plré,, Q3]

Pl AP p (25,)

B, [rbp | ] =

for any fixed Ao € A(p).
For each j € {1,...,m}, let:

By ={AG)}nN

m Bw,i

{ilwiep;}
We then conclude that, for all A € A(p),
rOQy =7 (w, By jwy)) N " F(si, Bs.i)
and
r0, N4 =1y (a7, By j) N1 (si, By ).
For all A € A(p), we have
K(rnQ,) =K@onQy) =0,
and thus
I(K(rn€)) = I(K(ronQy)) = {0}.
Thus, for all ¢ € I(K(rNQy)):
o if i € {1,...,k}, then
[[SUPPL(mQA)]](wi) = B j(w)
and
[supp (v, psl(wi) = [type(w:)];
e ifie{l,...,n—k}, then
[supp.(rnay)(si) = Bs.iltype(si)]
and
[supp,(rnayy, psl(si) = [type(s:)].
Analogously, for « € I(K(rf, N Q3)):
o if 5 €{1,...,m}, then
[[SUPPL(Teme;)ﬂ(wj) = By
and , ,
[suppro,n0y),psl(w’) = [type(w?)];
o if i €{1,...,n— K}, then
[supp,(ro,n0)](s:) = Bsi N [type(ss)]

and
[supp,(ro,n0z),psl(si) = [type(si)].



By letting

H © [ Bsi N [type(s)]|

|Ttype(s:)]

and

)

bom [ 10 €Ny B
0 otherwise

we obtain, for any fixed A\ € A(p),
fia (7 N €23)
|Bxjcwy)

= Bs (H, 1 M) ©
= BS : Uw(Q)\o) ’

and
P (18, N A2Y)

By
= Bs ()% m) "
= BS'/LW(QAO)

Combining Equations (4) and (6), we obtain

2

AeA (p)

o [ | €]

~ A (

Similarly, combining Equations (5) and (7),

Py, [r0, | ] = Z 1,.
/\6A(p)
Thus,
[7" | Q] = Puw[rep | Q;]

Now (1) follows from the total probability theorem,
because

Pu[NiZi(ai, By)]
= Zper(r) le [THP | Q;]MTU(QP)
= ZpGNU,(T) P, [r | Qp]l‘w(ﬂp)

= P, [rl =1z W7

by Lemma V.5.
(2): The fact that

pE ®

follows trivially from property (1) of this lemma and prop-
erty (1) of Lemma V.5.

To see that p satisfies PS, define, for each f(¢,. ..
Tx(N) and each ps € PSy,

T(f(tla"'at

where t,11 = f(t1,...,
and B, 4
for fiq,.

tn) €

n)aps) = 7"7:11 (ti7 Bz)v

tn), (B1,...,Bpn) = [dom(ps)],
= B, \ [ran(ps)], as in the corresponging proof

Fix f(t1,...,t,) and ps, and let r = r(f(t1,...,t,)), ps.
We have:
pr) = ZpEP(Nw(T)) Py, [rbp | 0] ()
= 2upeP(Ny(r)) Py, [r(f(t1p, - tnbp), ps) | Q)0 (2p)
)
Thus:
p({w | w b= PS})
= Uf(tl,...,tn)ETE(/\f) T(f(tl,...,tn),p8)>
psEPS
=D f (b1t eTs (W), (T (f(t1, - tn), pS))
psEPSy
=0.
We conclude that
uE PS. (10)

To prove that y satisfies =g, let t1,to € Ts(N') be such
that t; ~p to, and by,by € B be two distinct bitstrings.
Letting » = r2_; (t;, {b;}), we have

1(r) = pep(y () P Mo | 25
=2 peP(Nu(r) Fiw (7 (L

p]uw(Qp)
Op, {0:1)) | Q] ()

(1)
where the last equality holds because the the equivalence
t1 R to is preserved by any substitution on names 6: that
is, for all 0: N'— N, we have t10 ~pg 0.

We conclude that

p({w | w = ~r})

= u U t1~R Rt
b1,b2€B,b1#bs

)

iz (t, {bi})) (12)

Thus,
1 E~g, (13)

and (2) follows from Equations (8), (10) and (13).
(3): Let

Qi 2, = {w | w(t1) # w(ta),
We have

w(t1) # Lyw(ta) # L}.

U U

b1EBbeB\{b1}

Qiyt, = (ti, {b1})-

Thus, it is sufficient to prove that
Pulri_i(ti, {b:}) | @1 = az) =0
whenever by, by are distinct non-_L bitstrings.
18
Theorem VIL.8. Suppose that:

I8(FLAG: )



(1) =~ is generated by a subterm convergent rewriting
system R such that, for each rewrite rule (I — r) € R,
ifl = f(ly,...,1n), then f does not occur in any other
rewrite rule or any strict subterm of | — that is,

(l/ — 7“/) S R\ {l — 7‘} = l/ S TZ\{f}(N)

and
li,...,l, € TE\{f}(N).

@) (=, PS, ([-14)nen) is an admissible model of (ﬁn)neN

(3) Our assumptions on names and functions are satisfied.

(4) ¢ = vi.o is such that names(ran(c)) NN, = {s}
and, for all equational verifiers (t,t') € equ(g, s),

P

1229 [t = J‘]7PM¢) [tl = J*]7PA

[t = 1], Pa [t/ = 1]

are negligible as a function of n. 1°

Let
Qo =A{w [ w(t) = w(t') for all (t,1') € equ(o,s),
w(t) € [TT], for all (t,TT) € tv(¢,s)}
Then,
| Priy [Q.] = Pa, [Q.1]]

is negligible (as a function of n).
Proof: As in the proof of Lemma V.8, let

Qe = {w € Q| w(t) = w(t)}

and
Qep ={w e | w(t) € B}

for all terms ¢, ¢ € Tx(N) and all sets of bitstrings B C B .
Let w be the fresh name used for generating the sets
equ(¢, s) and tv(¢, s) as defined in Section IV, and define

Q= {w | ww) # w(s)}

and

Qs = {w | w(w) =w(s)}.

Clearly, 2 = Q,, W Q.
By Lemma V.8 and our assumptions on names, we also
have

PILT/ [Qw] = ||I"1|£g:i]|7‘ PHW [Qw]’ (14)

For each n € N, let
ﬁn = {[17 | p is samplable from [-], }

19(FLAG: I wonder if, for marketing / beauty purposes, it would not
be better to simply require that all terms that occur in the verifiers have
negligible probability of being L in both measures. Such a condition
is prettier, agrees well with intuition, and I conjecture that it can have
the psychological effect of making people dismiss the whole L thing as
a “technicality” (which is mostly what it is, anyway). Let me know...)

as in Section II-B. If p is an assignment samplable from
[-]; such that [w]s = [s]s, then by definition of [-]5 we
necessarily have

[tosly = [towll

for all terms ¢. Because we assume that 1 =~ it follows
from condition (4) that

Py [tow =t'ow | Q] =1

whenever (¢,t") € equ(¢, ), and so

P, [Qequis,5)] = Pa, f

(t,t")€equ(e,s)

Qt:t’ = ].

Since each i, is assumed to satisfy [-],, and PS, we also
conclude that

whenever (t,TT) € tv(¢, s). Thus,

P, [Quo(o,9)] = Pa, N
(t,TT)Etv(p,s)

Qierrry, | = L

and we conclude
P, Qg | Q] =1. (15)

We obtain a similar conclusion about the probability
distributions s, If (¢,t") € equ(¢,s), then property (3) of
Lemma V.8 implies P, [t =t" | Q,] =1, and we get

Pg, [Qequis,s)] = Pa, N

(t,t")Eequ(ep,s)

If (t,TT) € tv(¢, s), then because u,, satisfies [-],, and PS,
we have P, [toy, € [TT],], from which it follows that

Qt:t’ =1.

P, [Qw(p,5)] = Pu,, ﬂ Qerrry, | =1
(t,TT)Etv(p,s)
Thus,
P Q| Q) = 1. (16)
Now, if [[T]], = 1, then P, [Q] = Py, [Q] = 1, and

equations (16) and (15) imply that
‘P#n [Qqhn] - Pﬁn [Q¢77]]| =0.

We thus assume, without loss of generality, that [[T][, > 1

for all n. In this case, we have P, [,] = P[] > 0,
and, by the total probablhty theorem,
P, [Q.s] = [Qqs,s | Q] P, [u]
Hn [Q¢779 | Q ]P/J«n[ 9]? (17)
P, [Q,s] = n[% s | Qu] By, (]

+Pu, [Q¢S|Q ]Pun[ -



From equations (14), (15) (16) and (17), we conclude that

| Hn Qaﬁn ﬁn [Qabm”
[Q¢ 0 | Q] P, (0] = Pa, (R4, | Qu]Pa, [Qul]

T
_ gy Q. | Q] = Pa, [ | Q0]

T | Hay

The above expression is negligible if and only if
|P/"n [Q¢777 | Q ] },L,] [Q¢ n | Q H (18)

is negligible. We thus focus on proving this fact.

We first note that, by hypothesis (4) and our construction,
the only weak names occurring in our set of verifiers are
w and s. Suppose now that (¢,t') € equ(¢, s). In this case,
Q, = €, where p is the trivial discrete partition of the
weak names occurring in ¢ and ¢’. Now, we note that

P;U«n [t = t, | Qw]
<SP t=tt# Lt # 1|0,

+ P, [t =t and either t = L or ¢’ = L | Q).

The first of these parcels is negligible by our assumptions on
functions; the second is negligible by condition (4). Thus,
we conclude that

P#n [quhn} < P/tn [t =t | Qu}]

is negligible. An entirely analogous reasoning allows us to
conclude that

PZL\T/ [Q¢777] S Pﬁn [t = t, | Qw]

is also negligible. Thus, we conclude that if equ(¢,s) # 0,
then (18) is the difference of two negligile functions, and is
therefore also negligible.

Let us now consider the case that equv(¢,s) = . In-
specting the proof of Lemma IIL.3, it becomes clear that
the support [supp pg](t) of any term t only depends on
the structure of function application and the types of names
that occur in each position on the term ¢]. In particular,
if 0 = {ww s} and (tos) = ((tow)|)theta — that is,
if the normal form of ¢o, is the same as the normal form
of to, after replacing all occurrences of w by s —, then

[supp ps](tos) = [supp ps](tos).
Now, suppose that (¢t,7T) € tv(¢, s).



